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Task 1.2: AS classification 

Definitions

Tier 1

Tier 2

Tier 3

IXP

Provider of at least one AS  
and never a customer

Provider of at least one AS  
and customer of at least one AS

Never a provider 
and customer of at least one AS

Only peering connections
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Identify IXPs as ASes with 
only peering connections

Start with identifying Tier 1/2/3s 
ignoring peering connections

Task 1.2: AS classification 

Hint
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In practice — rare 
due to cost/business reasons

Task 1.2: AS classification 

Can a Tier 1 be a direct provider of a Tier 3?

In theory — yes 
AS2 (Tier 1) provider of AS4 (Tier 3)
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Traceroute from within the ETH network gives surprising output 

Possible reasons?

Looping on same hop

End network modifies replies

ETH network modifies replies
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It happens only in the ETH network 
and for different, independent destinations

Traceroute from within the ETH network gives surprising output 

Most likely reason: ETH network modifies replies

Why is it most likely reason?

External routers reply with their src IP 
ETH rewrites src IP to IP of traceroute dst

What is happening?

Why is it happening? traceroute does not tell us 
ETH net admins: it saves resources on firewall 
https://networkdirection.net/articles/firewalls/icmpinspection/
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Dijkstra’s algorithm computes  

shortest cost from a node to every other node

Data structures 
    S: nodes with known shortest cost 
    D(n): shortest cost to n 

Inputs 
    source u 
    cost c(n1,n2) for all n1,n2
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Find u’s forwarding table? 

For each destination, what is the next hop to use?

Eg if u->A->B->D shortest path to D, 
u uses A as next hop to D

Can be computed from shortest path: 
first hop on shortest path
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Find shortest paths? 

Maintain one more data structure

Data structures 
    S: nodes with known shortest cost 
    D(n): shortest cost to n 
    p(n): prev node on shortest path to n

Inputs 
    source u 
    cost c(n1,n2) for all n1,n2
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Dijkstra’s algorithm also computes u’s forwarding table
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Dijkstra’s algorithm also computes u’s forwarding table 

Eg u’s next hop to D?

p(D) = B

p(B) = A

p(A) = u

path: u->A->B->D 
next hop: A
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