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Last week on 

Communication Networks



Networking is on the verge of a paradigm shift 

towards deep programmability



Why? It's really a story in 3 stages



Stage 1

The network management crisis



“Human factors are responsible 

for 50% to 80% of network outages”

Juniper Networks, What’s Behind Network Downtime?, 2008



Stage 2

Software-Defined Networking



Software Defined Networking (SDN)

API to the data plane
(e.g., OpenFlow)

Logically-centralized control

Switches

Smart,
slow

Dumb,
fast



OpenFlow is an API 
to a switch flow table

• Simple packet-handling rules
– Pattern: match packet header bits, i.e. flowspace
– Actions: drop, forward, modify, send to controller 
– Priority: disambiguate overlapping patterns
– Counters: #bytes and #packets

10. src=1.2.*.*, dest=3.4.5.* à drop                        
05. src = *.*.*.*, dest=3.4.*.* à forward(2)
01. src=10.1.2.3, dest=*.*.*.* à send to controller



Stage 3

Deep Network Programability



OpenFlow is not all roses

The specification itself keeps getting more complex

extra features make the software agent more complicated

The protocol is too complex      (12 fields in OF 1.0 to 41 in 1.5)

switches must support complicated parsers and pipelines

Switches vendor end up implementing parts of the spec.

which breaks the abstraction of one API to rule-them-all

consequences



Parser

Match-Action Pipeline

Deparser

Match-Action Pipeline

Ingress Egress

Switching logic
crossbar, shared buffers, …

P4 is a high-level language for programming 
protocol-independent packet processors



This week on 

Communication Networks



What is 
next?

BGP exam
question

One of the main 
lecture topics

Important 

information

Work on 
the project

Deadline  
this Friday
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Let’s take a look at the exam



Let’s take a look at the exam

Ethernet & Switching, Inter/Intra-domain Routing, …

Multiple sections

True/False to warm up, then exercise-style questions

Two parts per section



Inter-domain routing: Warm-up



Inter-domain routing: Warm-up

peerpeer



Inter-domain routing: Warm-up

customer

provider



Inter-domain routing: Warm-up



Inter-domain routing: Warm-up
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Inter-domain routing: Path Selection



Inter-domain routing: Path Selection

iBGP full-mesh



Inter-domain routing: Path Selection



Inter-domain routing: Path Selection



Inter-domain routing: Path Selection
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Prefer routes…

with higher LOCAL-PREF

with shorter AS-PATH length

with lower MED

learned via eBGP instead of iBGP

with lower IGP metric to the next-hop

with smaller egress IP address (tie-break)
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Inter-domain routing: Path Selection
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If you have questions during 
the exam preparation time

We will not provide solutions to old exams

Feel free to discuss with other students

Ask on Slack or send us an email

Please use the #exam_preparation channel

Come to our Q&A session



send us your questions beforehand

Exam preparation Q&A session

To provide good answers,

Probably beginning of August

We will send you an email with further details



We will stop answering exam questions 

a week before the actual exam

We will send you another reminder

At this point, the exam is finalized

We do not want to leak information



What is 
next?

BGP exam
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Common mistakes in the previous years

Out-of-order buffer is not cleared completely

Problems after the sequence number overflow

Part of the SACK header is sent all the time

Test with other groups to detect that

Report is incomplete

Don’t forget to answer to the theoretical questions



Deadline this Friday at 11.59pm

Make sure that you submit the correct version

Sender/receiver code and your report

Thursday is Ascension day

Slower response time to questions

Correction roughly two weeks after the deadline



Hopefully we see some of you again

In the Communication Networks seminar

We will read and discuss important papers

In the Advanced Topics lecture

Focus on programmable networks (P4)

For semester or master thesis

Have a look on our website or send us an email
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